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Abstract	

Galois	 fields	 are	 a	 cornerstone	 for	 understanding	 any	 cryptography.	 In	 this	 talk,	 I	 will	
introduce	Galois	fields	or	also	called	Finite	fields,	how	they	work,	and	why	they	are	so	useful	
for	computer	arithmetic.	We	will	 then	discuss	the	two	most	crucial	properties	of	a	Galois	
field,	talking	about	both	prime	fields	and	extension	fields.	Ultimately,	we	will	talk	about	how	
this	helped	create	one	of	the	most	popular	cryptography	standards,	Advanced	Encryption	
Standard	(AES).	This	talk	will	go	into	modern	algebra	topics,	but	just	knowledge	of	modular	
arithmetic	is	needed.	
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